meCh Days 1-2 czerwca 2017

https / SSL / TLS - niby bezpieczne, ale czy na
pewno nikt nas nie podstuchuje, a moze nawet
zmienia informacje?

Mariusz Ferdyn
Materiaty: http://www.subscribepage.com/mf
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Mariusz Ferdyn [LiechDays

In the IT world for over 20 years

— 1992 - associate with Bajtek / Commodore & Amiga magazine
— 1995 - hardware selling

— 2000 - work for corporations, banks, IT companies ...

— 2007 - Microsoft certitied Trainer
— 2016 - MVP
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Mariusz Ferdyn [LiechDays

https.//www.tacebook.com/mariusz.ferdyn

https://mva.microsoft.com/search/SearchResults.aspx?g=mariusz%20terdyn

http://virtualstudy.pro/en/publikacje?filter search=Ferdyn%20Mariusz

https://channel9.msdn.com/Series/Nowosci-z-konferencji-Microsoft-Ignite-
2016-Kontenery-Device-Guard-Shielded-VMs-Nested-Virtualizatio
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NARTAC
IS Crypto 2.0 SOFTWARE

POODLE

Cipher Suites
= Enable, disable or reorder various cipher suites that are negotiated for the TLS handshake, When the checkbox is grey it means no setting has
ST been specified and the default for the operating system will be used.
. . ") TLS_ECDHE_RSA_WITH_AFS 256 GCM_SHA3S4 Al
A |<t U a | | Z a CJ E ﬂ TLS_ECDHE_RSA_WITH_AFS 128 GCM_SHA256
. . TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3S4
Cipher Suites - - - - W
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA2SE

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA o
. , | TLS_ECDHE_ECDSA_WITH_AES_256 GCM_SHA334 g
Wy+ a CZ a n | e Templates TLS_ECOHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECOHE_ECDSA_WITH_AES_256_CBC_SHA3S4
TLS_ECOHE_ECDSA_WITH_AES_128 CBC_SHA256 o
& TLS_ECDHE_ECDSA_WITH_AES_256 CBC_SHA
‘8 TLS_ECDOHE_ECDSA_WITH_AES_128 CBC_SHA
Site Scanner TLS_RSA_WITH_AES_256_GCM_SHA3S4
TLS_RSA_WITH_AES_128_GCM_SHA25E
TLS_RSA_WITH_AES_256_CEC_SHA256
“ TLS_RSA_WITH_AES_128_CBC_SHA256
) TLS_RSA_WITH_AES_256_CBC_SHA
About

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

[[] TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

[] TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

[[] TLS_DHE_DSS_WITH_AES_256_CBC_SHA256

[[] TLS_DHE_DSS_WITH_AES_128 CEC_SHA256

[] TLS_DHE_DSS_WITH_AES_256_CEC_SHA

[] TLS_DHE_DSS_WITH_AES_128 CBC_SHA v
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Czym sie zajmiemy

Podstuchiwanie ruchu (na czystym systemie)
xpert, logman

Fiddler — a co to takiego
/ty administrator i to domeny AD

/abezpieczamy sie
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Podstuchiwanie ruchu - xpertf, logman - Fiddler

DEMO [ijechDays

araun

oo Al HHEE @ ccepesex cveveeeeren homepl  [EIRG MNZE ONEY ONAP IR Micosoft BROMISE  @.ocn: VESSR
A your )

[ R —— cloudware | roeeeens L ettt e satet e o me e DT N 0 Apeounes 000 sress R SRR EERTTRDEEEIR S GRUPA APNPROMISE " 1T JUST WORKS!~




/ty administrator i to domeny AD
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Zabezpieczamy sie [ijechDays

* Antywirus / Internet Security
« EMET
 https://en.wikipedia.org/wiki/HTTP_Public_Key_Pinning
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/abezpieczamy sie

DEMO [ijechDays
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Dziekuje za uwage [LiechDays

https.//www.tacebook.com/mariusz.ferdyn

Materiaty: http.//www.subscribepage.com/mf
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