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Churchcentral (CC) uses personal information all the time to fulfil its charitable purposes and is 
committed to protecting the privacy of its members, volunteers, and all those whose personal 
information it holds.  
 

All CC staff and volunteers work together to ensure that all personal information is handled safely 
and in accordance with the General Data Protection Regulation and UK data protection legislation.  
 

1. Introduction and Scope  
Protecting the security, confidentiality and integrity of personal data (personal information) is a 
critical responsibility that we take seriously at all times. This policy sets out how we work together 
to do achieve this in accordance with applicable law and respecting the principles set out in our 
Privacy Notice.  
 

This policy sets out the organisational measures put in place by the Directors and provides 
guidelines on the steps we need to take and good practice to keep information safe.  
 

This policy must be followed by all staff and volunteers who handle personal data on behalf of CC.  
 

If you handle personal data as part of your role, in order to keep that personal data secure, you 
will:  

• make sure that data security is maintained in line with this policy and any associated 
guidelines; 

• implement reasonable and appropriate security measures against unlawful or 
unauthorised processing of personal data and against the accidental loss of, or damage to, 
personal data in accordance with the guidelines and good practice outlined in this policy;  

• exercise particular care in protecting Special Category Data and Criminal Offence Data from 
loss and unauthorised access, use or disclosure;  

• take part in available data security training that is appropriate to your role including but 
not limited to any face to face and web-based training sessions; 

• keep up-to-date with the guidance and policies as they may be periodically updated. 
 

2. Information Security  
Security principle  
CC is committed to ensuring personal data is handled and managed appropriately. We adhere to 
the principles relating to the processing of personal data set out in the GDPR and UK data 
protection legislation which in relation to security require personal data to be:  
 

“processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational measures” (Article 5(1)(f) of the GDPR) 
(security principle).  
 

This means we must ensure that we have appropriate personal data security (sometimes referred 
to as “information security”) to prevent personal data being compromised.  
 

Confidentiality, integrity, and availability 
We will maintain data security by protecting the confidentiality, integrity and availability of 
personal data. This means that:  
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(a) Only people who have a need to know and are authorised to use the personal data can 
access it (Confidentiality). People who are not authorised should not be able to access the 
personal data you hold or alter, disclose, or delete it.  
 

Ensure that personal data is only shared amongst those staff members and volunteers who have 
a need to know the information to fulfil a specific task. Decide who needs to know what and stick 
to this so that you can keep an eye on who can amend, disclose or delete records. Protect 
databases and workstations with passwords and lock information away as appropriate. 
 

We must also comply with our Privacy Notice in relation to non-disclosure of personal data and 
treat all personal data as strictly confidential, except where consent has been provided for it to 
be shared. Stop and think – does the information you intend to share need to be shared?  
 
There are exceptional circumstances to confidentiality permitted by law:  

• Where we are legally compelled to do so  
• Where there is a duty to the public to disclose 
• Where disclosure is required to protect our interest  
• Where disclosure is made at your request or with your consent 

• Where someone’s is at risk of significant harm or injury 
  

(b) Personal data is accurate and suitable for the purpose for which it is processed in 
accordance with principle 4 of GDPR e.g. personal data is kept up to date and can only be 
updated by authorised staff members and volunteers (Integrity).  
 

(c) The personal data we hold is accessible and usable by authorised users when they need it 
for authorised purposes (Availability) e.g. you can restore access to personal data in the event of 
incidents occurring by routinely backing up data and implementing other measures necessary to 
ensure continued access. 
 

Whilst not compromising the security of personal data, make sure a sufficient number of 
authorised leaders know where “Church” personal data is kept should they need to. Avoid a 
situation where if you became ill for example nobody would know where to find the personal 
data you hold. 

 

Appropriate measures  
Each user will decide what level of information security is appropriate and reasonable by assessing 
and keeping under review the “information risk”. This means the impact of a personal data breach 
affecting data subjects and the damage and distress likely to be caused given the amount and type 
of personal data we are processing and what we are doing with it (purpose).  
 

The more personal data there is to protect, the more sensitive that personal data is (e.g. if it 
includes Special Category Data and/or Criminal Offence Data) and the riskier the intended use 
(processing) e.g. the risk of the personal information falling into the wrong hands, the tighter the 
security measures will need to be.  
 

We will take a common-sense approach with the emphasis on the time, sophistication and 
expense of security measures being proportionate to the risk to personal data. However, we do 
need to ensure that we can justify the security choices we make. E.g. A list of team members’ 
contact telephone numbers kept to enable one another to coordinate would not need to be under 
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as tight security measures as a document being sent to HMRC including details of staff members’ 
dates of birth and National Insurance Numbers.  
 

3. Organisational Measures  
Awareness  
The Directors recognise the importance of those staff members and volunteers who handle 
personal data being aware of data security good practice and their responsibilities. This includes 
paid staff, elders, ministry leaders, small group leaders and team leaders. They would also 
encourage all members of CC to use social media safely and keep the personal data of others 
secure. However, CC cannot be held responsible for members of the church sharing personal 
information they have gathered in an informal way, for example through friendship networks and 
social media.  
 

We raise awareness of data security good practice by:  

• Putting in place this data security policy and keeping it under review. 

• Arranging a combination of training sessions and briefings for those handling personal data 
across CC.  

• Providing guidance for volunteers and members of the church on using social media safely 
and keeping personal data secure. (Appendix A) 

• Designating a “data champion” who can promote good practice and provide support and 
guidance on the practical application of this policy. 

• Being a point of contact to answer questions that people may have on data security and GDPR 
in general. 

 

The current Data Champion is: Kate Watkins 
 

Data minimisation  
In accordance with our Privacy Policy we will minimise the personal data that we process to 
reduce the amount of personal data we hold under data protection legislation and which you must 
keep safe (and the risk of a personal data breach).  
 

As far as is reasonably appropriate (and depending on the type and volume of personal data and 
the purposes it is being put to) we will:  
 

• Carry out a periodic personal data cleanse e.g. destroy any personal information that is no longer 
required; 

• Only record personal data when required e.g. if somebody is giving you more personal data than 
you require, for instance medical information when you are calling them to arrange a pastoral 
visit, only note down the information you actually need to arrange that visit.  
 

This means that as a Church we need to stop and think before collecting personal data from 
people however willing they are to give it. With personal data come responsibilities to keep it safe. 
In some cases, you can protect the people you care about by simply not collecting their personal 
information. What information is required to fulfil the task you are trying to fulfil? When you 
collect personal information be aware of the responsibilities on you to keep that information safe 
and destroy that personal information as soon as you can so that it cannot inadvertently fall into 
the wrong hands.  
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Data Breach Procedures  
If there is a suspected personal data breach the Data Champion should be informed immediately. 
Upon receipt of information about a possible data breach the Data Champion will record the 
information on the Data Incidents and Breaches Log and make an assessment to determine 
whether the breach will result in a risk to individuals’ rights and freedoms. If it is determined that 
it will the ICO will be contacted and further steps may be taken and measures put in place, if not 
an internal investigation will take place. 
 
A personal data breach is defined as  “a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, whether by 
accidental or deliberate causes”. 
 

Personal data breaches can include the following: 
• access to personal data by an unauthorised third party; 
• deliberate or accidental action (or inaction) by a controller or processor; 
• sending personal data to an incorrect recipient; 
• hand-held devices / laptops containing personal data being lost or stolen; 
• alteration of personal data without permission; and 
• loss of availability of personal data. 
 

Practical examples of these could include: 
• The loss of a USB stick which holds personal information; 
• A work laptop being lost or stolen (from work or elsewhere); 
• A data file sent to ‘Miss Smith’, but it was the wrong ‘Miss Smith’; 
• A letter including someone’s bank details being sent to an incorrect address; 
• A printed document which contained personal data, which cannot be located. 
 

Personal Information Sensitive information 

Full Name Racial or ethnic origin of the data subject 

Date of Birth Political Opinions 
Address and Postcode Religious beliefs or beliefs of a similar nature 

Telephone Numbers  Whether the data subject is a trade union member 

Email Address Physical, mental health or condition 

Employee ID Number Commission or alleged commission of any offence 

Driving Licence Number 
Passport Number/NI Number 

Any proceedings for any committed or alleged 
offence, including the disposal or sentence of any 
court in such proceedings Bank Details 

 

4. Technical Measures – Physical and Technical/Cyber Security  
We will put in place physical and technical security measures that are reasonable and appropriate. 
 

Physical measures  
We will put in place reasonable and appropriate physical measures to minimise the risk of security 
incidents arising due to equipment being lost or stolen, incorrectly disposed of equipment and 
electronic devices or hard-copy records being lost or stolen.  
 

Good practice is to take steps including but not limited to:  
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• Ensuring the physical security of the premises in which personal data is stored (whether 
that is Central House or your home etc.) including the quality of doors and locks, and the 
use of alarms, security lighting, CCTV or other security mechanisms;  

• Controlling access to Central House office suite and supervision of visitors to prevent 
unauthorised access to equipment holding personal data and hardcopy records;  

• Protecting the security of your IT equipment and mobile devices e.g. take good care of 
devices;  

• Not leaving personal data unattended;  

• Operating a “clean desk” policy e.g. not leaving papers containing personal data lying 
about unattended;  

• Keeping paper records (particularly those containing sensitive personal data) in locked 
filing cabinets or cupboards or in other secure locations;  

• Not leaving paper records or storage devices containing personal data on public transport;  
 

Technical controls/ cyber security  
We will implement cybersecurity measures appropriate to the size and use of our networks and 
information systems in line with this policy and the ICO and UK Government guidance from time 
to time.  
 

Good practice is to take practical steps including but not limited to:  

• Taking care when typing email addresses;  

• Think about how you secure your own passport, driving licence and bank correspondence 
etc. and ensure “Church” personal data is similarly secured, especially if you are handling 
“Church” personal data at home.  

• Use judgment as to when it is appropriate to use the BCC field; considering whether to use 
the BCC field for general correspondence e.g. mailshots. However it may not be necessary 
where emails are sent to members of a particular group such as between youth leaders or 
members of a Life Group but would be appropriate for general correspondence e.g. 
sending out a church-wide newsletter. Would the recipients mind the others knowing their 
email address? Do they know each other’s contact details already?  

• Regularly backing-up computer files: CC utilises secure Onedrive cloud storage and all 
church related documents must be saved to this drive 

• Not leaving devices unattended and if so, make use of the screen lock function requiring a 
password to log back into the session you were in; (use the WIN + L shortcut key 
combination);  

• Not printing information unless you really need to and if you do store it somewhere safe;  

• Storing computer files on a password protected machine.  
 

Cyber essentials scheme  
Ensure that the electronic device(s) you use for CC related activities operate in line with the 
Government’s cyber essentials scheme; https://www.cyberessentials.ncsc.gov.uk/. Use the Use 
the Cyber Essential’s checklist to help check this.  
 

Good practice is to ensure that the recommendations in the Government’s cyber essentials 
scheme are put in place including but not limited to:  

• The use of passwords (see below); 

• Checking the security settings of devices rather than staying with the often-lower security 
pre-installed settings; 
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• Controlling access through the use of different login accounts where devices are shared 
with other staff or volunteers. 
 

All CC laptops and desktops are covered by an IT management contract with Vanti who will ensure 
that virus protection, firewall and anti-malware software is up to date. Vanti will also ensure that 
all important updates to software and operating systems are installed. 
 

5. Passwords and Authentication  
All CC laptops and desktops MUST have password or PIN protection enabled. All devices and 
access to One Drive files requires a multi authentication process when outside of the office. 
Access to other sensitive data, for example online banking, must also be set up to include an 
additional authentication layer. 

 

Any default passwords must be changed on first use. 
 

Predictable passwords such as P4$$w0rd or QWERTY or those using family names or dates must 
be avoided.  
 

The National Cyber Security Centre advises against the use of multiple random symbols and 
figures as these are hard to remember. Instead, they advise employing three random words strung 
together e.g. coffeetrainfish (random means not something like onetwothree). This is easy to 
remember but hard to guess. 
 

Passwords need only be changed when a security breach has been detected or is suspected – or 
when directed by an external provider e.g. bank. 
  

6. Storage Limitation and Safe Disposal of Personal Data 
Storage limitation 

We will not keep personal data, in a form which would permit the data subject to be identified, for 
longer than is necessary for the purposes we originally collected it for.  
 

Subject access requests 
Data subjects can request access to the data held on them at any time by contacting the Data 
Champion – office@churchcentral.org.uk 
 

Right to erasure requests  
Data subjects can request that the data held on them be erased at any time by contacting the Data 
Champion – office@churchcentral.org.uk 
 

Safe disposal of personal data  
We will take all reasonable steps to destroy and erase all physical and electronic personal data 
that is no longer required in accordance with Privacy Policy and best practice guidance from the 
ICO including their guidance on “deleting your data” (https://ico.org.uk/for-the-
public/online/deleting-your-data.aspx).  
 

Good practice to dispose of personal data safely includes taking measures such as:  

• Shredding hardcopy documents  

• Deleting personal data held electronically so that the information is put “beyond use”.  
 

mailto:office@churchcentral.org.uk
mailto:office@churchcentral.org.uk
https://ico.org.uk/for-the-public/online/deleting-your-data.aspx
https://ico.org.uk/for-the-public/online/deleting-your-data.aspx
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The “reasonable and appropriate” steps depend on the type and volume of personal data being 
dealt with and the damage and distress likely to be caused to the data subject in the event of a 
personal data breach. Take a common sense approach.  
 
A shredder (e.g. a “cross cut” shredder) is used to shred documents containing personal data. 
Should there be a large number of documents to be shredded, a commercial shredding company 
may be used that is fully compliant with BS EN15713 Secure Destruction of Confidential Material 
and provides a destruction certificate. 
 

It needs to be remembered that simply deleting an entry from a current Excel spreadsheet, 
deleting a document or email does not remove information completely. Permanent deletion can 
be technically very difficult. If in doubt, contact the Data Champion or Vanti. 
 

Ensure that “deleted” information is not accessed and does not continue to be used in practice. 
 

Disposing of old electronic devices safely and deleting personal data before recycling devices or 
disposing of them so that data is not accessible to others after the device has left your ownership.  
 

On disposal of a pc, the hard disk should be removed and physically destroyed. 
Refer to the ICO’s guidance on “deleting your data” (https://ico.org.uk/for-the-
public/online/deleting-your- data.aspx) for practical steps to take including restoring devices to 
factory settings, using overwriting software or physical destruction.  
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Appendix A: Churchcentral Social Media Use Guidelines 
 

Social media has become an integral part of modern life. The term ‘social media’ is used to 
describe on-line technologies and practices that are used to share information, knowledge, and 
opinions. It includes social networking (e.g. Whats App, Facebook, and Linkedin), blogging 
applications (e.g. Twitter, Blogger and WordPress), multimedia sharing and networking 
applications (e.g. YouTube and Zoom), information sharing sites (e.g. Wikipedia), review and 
opinion sites (e.g. Google Answers and Yahoo! Answers), forums (e.g. Mumsnet and Digital Spy), 
dating sites and personal web pages. This list is not exhaustive. 
 
It is immediate, interactive, conversational, and open-ended, keeping us in touch with friends and 
allowing us to be heard. It is a very public way of enabling us as Christians to live out our calling to 
share the good news of Jesus Christ, and to be family together. 
 
However, as well as the many opportunities, there can be a number of downsides if users do not 
apply the same common sense, kindness and sound judgement that we would use in a face-to-
face encounter. 
 

Risks 
• Forming inappropriate relationships: Online banter and private messaging can both lead to a 

level of intimacy that you would naturally guard against. 

• Saying things you should not – with increased impact: Social media is public, permanent and 
has published status. There is a risk of [illegal] comments that could be seen as hate crimes, 
libellous, defamatory remarks etc.  

• Breach of confidentiality and gossip: Electronic and online communication can be used to 
breach confidentiality and spread gossip. These things can at best hurt people’s feelings and at 
worst put people in danger due the sensitivity of what is shared. 

• Blurring of public ministry/private life boundaries: The distinction between public ministry and 
private life is difficult to draw. This is no different online. There are risks associated with 
personal opinions being seen as public statements. 

• Bullying, harassment and malicious accusations: Social media can be used to bully and harass 
others and is a forum for malicious accusations.  

• Grooming and impersonation: There are clear dangers, particularly for children and young 
people, from those who use social media as a means of grooming. 

 

Principles to follow 
These principles to follow have been compiled to help staff, volunteers and church members act 
appropriately on social media. All are based on common sense and good judgement. 
 

1. Be safe. The safety of children, young people and vulnerable adults must be maintained. The 
informality that social media encourages can mean that it might be harder to maintain a 
professional distance that is required when working with children, young people and the 
vulnerable. For more guidance on using social media with children and young people or if you 
have any concerns, see our Safeguarding Policy. 

 

2. Don’t rush in: The immediacy of social media is one of its benefits – we can respond quickly to 
questions, correct misunderstandings, give our perspective about a breaking story. However 
responding quickly doesn’t mean doing so without due consideration. 
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Before posting always think: 
Is this my story to share? 
How might posting/sharing/saying this impact others or make them feel? 
Would I want God to read this? 
Would I want this on the front of a newspaper? 
Is this the right tone or comment for this forum? 

 

3. Remember confidentiality: Within the life of the church there are private meetings and 
conversations, particularly in terms of pastoral work. Breaking confidentiality on social media 
could be worse as a broken confidence could spread rapidly and be impossible to retract. 

 

4. Be mindful of your own security and the security of others: Don’t overshare personal 
information. Never publish detailed personal information such as your address or telephone 
number, unless in a private message to someone you know and trust. Don’t share others contact 
details or information without their permission, even with others in the church. 

 

5. Be respectful and kind: Do not post or share content that is sexually explicit, inflammatory, 
hateful, abusive, threatening or otherwise disrespectful.  Treat others how you would wish to be 
treated and assume the best in people. If you have a criticism or critique to make, consider not 
just whether you would say it in person, but the tone you would use. 

 

6. Be honest: Don’t mislead people about who you are.  
 

7. Take responsibility: You are accountable for the things you do, say and write. Text and images 
shared can be public and permanent, even with privacy settings in place. Social media updates 
are immediate and will outdate quickly BUT they can have a more lasting impact and you should 
assume that anything you post is permanent. Even if you delete it later on, it may have been 
seen and re-published or referred to elsewhere. 

 

8. Be a good ambassador: If you are employed by or lead in any capacity within CC, others will see 
you as a representative of CC, so think about what you say and share. 

 

9. Disagree well: Some conversations can be places of robust disagreement and it is important we 
apply our values in the way we express them. 

 

10. Credit others: Acknowledge the work of others. Respect copyright and always credit where it 
is due. Be careful not to release sensitive or confidential information and always question the 
source of any content you are considering amplifying or sharing with others.  

 

11. Follow the rules: Abide by the terms and conditions of the various social media platforms 
themselves. If you see a comment that you believe breaks their policies, then please report it to 
the respective company. Whilst sharing thoughts and reflections with friends or followers via 
social media can seem personal and private, it is not. By law, if one or more people can access it, 
content is classed as published, in the public domain and subject to legislation around libel, 
defamation, copyright and data protection. If you wouldn’t say something in a public meeting or 
to someone’s face or write it in a newspaper or on headed paper – don’t say it online. 

 

Remember: 

• If you are unsure whether or not to post something, err on the side of caution and don’t. 

• If you see something being shared related to CC or its members on a social media platform 
that shouldn't be happening or concerns immediately inform the Data Champion: 
office@churchcentral.org.uk 


